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ABSTRACT 
 

The fields of information technology (IT) and cybersecurity are becoming more integrated with the 
life sciences. This convergence is a fundamental driver in the boom of biotechnology research and 
its industrial applications in health care, agriculture, manufacturing, automation, artificial 
intelligence, and synthetic biology. Other drivers include artificial intelligence and genetic 
engineering. Many market sectors are now susceptible to dangers posed by the digital interface as 
a result of the rising digitization of information and the handling mechanisms for biological 
materials. Cyber-biosecurity, a new topic developing at the intersection of the biological sciences 
and the information technology fields, will be developed to handle this expanding scenario. Life 
sciences frequently merge with information technology and cyber-security in the new digital era. 
With the advancements in biomedical research and the scientific advancement of contemporary 
biotechnology, there is an exponential growth in the number of related information sets, 
necessitating cloud storage, cutting-edge management and analysis techniques, as well as 
adequate content protection. The worldwide, national, and local collaboration among 
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transdisciplinary sectors and various public-private system players are only a few examples of the 
common, many, and diversified acts that make up the bioeconomy landscape. In addition, cyber-
biosecurity concerns bring attention to an environment that is highly vulnerable and is developing 
quickly. Additionally, the global spread of the new virus SARS-CoV-2 has created a pandemic 
context that has highlighted some issues (such as the significance of strategic autonomy in supply 
chains for food, medical, and pharmaceutical products, the development of critical functional 
infrastructures, the appropriate prevention and protection measures, including the management of 
rapid and effective responses to pandemics or other potential malicious actions with regard to the 
Vulnerabilities like data confidentiality (i.e., clinical and genetic information), cloud storage, and 
intellectual property may present opportunities that could be taken advantage of as science 
advances, depending on the application of new technologies in fields like artificial intelligence, 
process automation, bioinformatics, and synthetic biology. The strongest feasible cyber defense 
must anticipate and include potential biological threats into its procedures. This review summarizes 
all the aspects of new discipline of cyber-biosecurity. 

 

 
Keywords: Cyber-biosecurity; artificial intelligence; genetic engineering; information technology. 
 

1. INTRODUCTION 
 
Computer systems must be protected against 
theft, damage to their hardware, software, or 
data, as well as from interruption or misdirection 
of the services they offer. This is what 
cybersecurity entails. Protecting priceless 
biological material from abuse or damage is 
known as biosecurity. Cyber-biosecurity was first 
described by Murch et al. as "developing 
understanding of the vulnerabilities to unwanted 
surveillance, intrusions, and malicious and 
harmful activities which can occur within or at the 
interfaces of comingled life science, cyber, cyber-
physical, supply chain, and infrastructure 
systems, and developing and instituting 
measures to prevent, protect against, mitigate, 
investigate, and attribute such threats as it 
pertains to security, competitiveness, and other 
important considerations." Both the definitions of 
biosecurity and cybersecurity make an implicit 
value assumption about the subject matter [1-5]. 
We also recommend broadening this concept of 
cyber-biosecurity in order to set it apart from the 
separate purviews of cybersecurity and 
biosecurity. At the intersection of the life sciences 
and digital worlds, cyber-biosecurity addresses 
the potential or actual malicious destruction, 
misuse, or exploitation of valuable information, 
processes, and materials; concept mastery 
necessitates an understanding of this interface in 
the context of the threat of malicious use of 
technology generally [6-9]. Cross-disciplinary, 
cyber-biosecurity affects everything from 
laboratory research to environmental health, 
human and animal health, agriculture, and 

management and remediation. Technology 
integration has become the new standard, 
allowing for quick access to outdated systems 
like medical records through creative 
technological advancements and straightforward 
digitalization. It is becoming increasingly obvious 
that the domains of cybersecurity and biosecurity 
must also merge in order to solve innate digital 
and biological problems as technology disciplines 
expand at an exponential rate and their 
convergence quickens [10,11]. 
 

1.1 Biosafety vs Biosecurity 
 

Biosafety and biosecurity are two distinct 
categories that have historically been used to 
classify different types of security regulations in 
the life sciences [12]. Policies pertaining to 
biosafety are developed with the purpose of 
preventing unintended exposure to infections as 
well as the inadvertent discharge of biological 
agents from laboratories into the surrounding 
environment. There are many different types of 
biosafety precautions, some examples of which 
are airlocks, sterilisation processes, and 
protective gear [13]. However, biosecurity rules 
are typically linked to topics like as international 
travel, supply chains, terrorist operations, and the 
defense sector. These regulations are intended 
to prevent the spread of agents that pose a risk 
to people's health as well as to food supply and 
other assets [14]. Accidental breaches of 
biosecurity, like a traveler bringing contaminated 
material back from their trip abroad, as well as 
purposeful breaches, like bioterrorism, are both 
possible [15,16]. 
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Fig. 1. Show % of cyber attacks in different sectors 
 
The regulations governing biosafety and cyber-
biosecurity were developed to deal with a limited 
number of well-characterized biological dangers, 
such as controlled viruses. However, these 
policies do not guard against dangers that are 
the consequence of the deep interactions that 
exist between computational and experimental 
processes [17,18]. It is now possible, thanks to 
the development of software tools, to create DNA 
sequences with novel characteristics. Gene 
synthesis technologies have the potential to be 

utilised in the production of biological weapons 
that are generated from the genomic sequences 
of controlled infections. This latter discovery is 
what prompted the federal government to adopt 
screening requirements for companies that 
provide services related to gene synthesis . In 
more recent times, authorities in government 
agencies have voiced their worries about the 
potential for malicious use of genome editing 
technology [19, 20]. 

 
 

Fig. 2. Cyber BioSecurity is new integrated field 
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1.2 Biosecurity vs Cyber-biosecturity 
 
In order to secure and "prevent the loss, theft, 
misuse, diversion or intentional release of 
pathogens and toxins" [21], laboratory 
biosecurity is defined as the collection of 
practices and procedures carried out at the 
individual and institutional levels. Burnette’s [22] 
definition of this term was expanded to include 
"products having intrinsic value, such as novel 
vaccines, biological therapeutics, information 
technology platforms, synthetic nanoparticles, or 
organisms, and products having high monetary 
value or related to biological agents" in addition 
to harmful biological organisms and proteins [22]. 
Others have provided a general definition of 
cyberbiosecurity as "understanding the 
vulnerabilities to unwanted surveillance, 
intrusions, and malicious and harmful activities 
which can occur within or at the interfaces of 
comingled life and medical sciences, cyber, 
cyber-physical, supply chain, and infrastructure 
systems, and developing and instituting 
measures to prevent, protect against, mitigate, 
investigate, and attribute such threats as it 
pertains to security, competitiveness, and 
innovation [23-25]." In this paper, we concentrate 
our discussion on the aspects of cyber-
biosecurity that cover all types of data stored and 
transmitted through information technology 
platforms, such as data streams from networked 
laboratory equipment, email, electronic 
documents and files, databases containing 
sensitive business information, contracts and 
financial data, raw research data and its analysis, 
digital inventories of freezer and working stocks, 
digital genetic and protein data, and raw 
research data and its analysis. 
 
Cyber criminals can take advantage of 
biosecurity flaws by stealing information from the 
organization's networked systems or from its 
contractors or employees (insiders). During the 
joint construction of a biosecurity program plan, 
IT (Information Technology) workers must take 
these factors into account [26,27]. Building 
automation systems, facility controls, and any 
other networked equipment or communication 
systems are all at risk owing to the internet 
accessibility of several individual pieces of 
networked equipment, much as the nation's 
power grid and municipal utilities are [28,29]. 
 
Access to sensitive scientific and business data 
as well as intellectual property of the organization 
is made possible by cyber infiltration of 
networked lab equipment and facility controls. 

Cyber-biosecurity invasions and data exfiltration, 
in addition to denial of service attacks and virus 
introduction, may have devastating effects on an 
organization's reputation and finances. These 
effects can put the survival of the organization in 
jeopardy [30,31]. Electronic genomic and protein 
sequences, scientific data, intellectual property, 
and/or security-sensitive facility documents (such 
as budget documents, program plans, facility 
floor plans, emergency procedures, continuity of 
operations plans, etc.) are examples of these 
outcomes. They also include their destruction, 
theft, public disclosure, or malicious alteration 
[32,33]. Access to networked laboratory tools like 
freezers, refrigerators, and incubators can lead to 
the loss of priceless chemicals and 
microorganisms that are in active research or 
experimental usage, long-term storage, or are 
being used as working stocks. When networked 
bench equipment is turned off, work time and 
data might be lost. Changes in the amount of 
light, the temperature, or the humidity in animal 
rooms can stress, ill-treat, or even kill vital and 
pricey study animals. It is important to note that 
only information pertaining to the loss, theft, 
release, or exposure to Select Agents would be 
reported to the Select Agent Program—not the 
destruction of organisms as a result of a cyber-
intrusion. This is true even if we are not aware of 
any particular instances like these impacting 
BSAT facilities [34]. 
 
The reputation of a single researcher, a primary 
investigator, a particular laboratory, the senior 
leadership of the organization, as well as the 
reputation of the whole company, institution, or 
government agency, may suffer irreversible harm 
as a result of these occurrences. As a result, the 
public, as well as present or potential students, 
workers, collaborators, sponsors, investors, 
shareholders, and funding agencies, may lose 
faith in the organization. Exploiting cyber-
biosecurity flaws might directly endanger the 
existence of the life science industry [35,36]. 
 

1.3 What Makes Cyber-biosecurity 
Important? 

 
The integrity of developing cyber-biophysical 
systems and devices, such as neuromorphic 
computing and 3-D bio-printing, the possibility of 
malicious activity, such as the encoding of 
digitized DNA with malware, and growing 
security risks to cyber-biophysics are the main 
issues driving the call for cyber-biosecurity as a 
new trans-discipline. Biomechatronics, which is a 
branch of study that tries to combine biology, 
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mechanics, electronics, robotics, and neurology, 
is another example of a cyber-biophysical 
invention. Turner 209 assistive, therapeutic, and 
diagnostic gadgets that can partially or fully 
replace lost human physiological processes are 
the subject of the field of biomegatronics. 
Artificial organs and tissues, prosthetic limbs, 
orthotics, wearable devices for physical 
augmentation, physical therapy and 
rehabilitation, robotic surgery, and natural and 
synthetic sensors are just a few examples of 
recent advancements [37-40]. 
 

2. THE DIGITIZATION OF TRADITIONAL 
TECHNOLOGY AND ITS IMPACT ON 
CYBER0-BIOSECURITY 

 

2.1 Manufacturing 
 

Organizations that rely heavily on science and 
technology are becoming increasingly 
complicated and networked throughout their 
buildings, supply chains, logistics, and 
transportation methods. Distributed 
manufacturing makes use of decentralized 
production networks that are connected by 
information technology [41,42]. As more links are 
formed between historically isolated systems, 
more security measures need to be addressed in 
order to decrease vulnerabilities and mitigate 
risks. The production procedures and assembly 
of biologics and other materials may also be 
dispersed and carried out asynchronously at 
geographically distinct places, making it possible 
for a response to prospective threats to be 
prepared in situ [43-45]. 
 
Recent advancements in cell-free metabolic 
engineering technology have made it possible to 
increase production throughput in production 
environments. This is in addition to easing the 
process of using dispersed manufacturing 
techniques for more traditional life science 
operations. As a consequence of this, biological 
procedures have been refined, resulting in faster 
prototyping and increased yields. According to 
Rollin et al. [46], the use of cell-free biological 
systems in the production of goods such as fuels, 
power, feed, and renewable materials is 
becoming increasingly common. It is becoming 
increasingly vital that the areas of cybersecurity 
and biosecurity converge in order to solve the 
inherent challenges that are present in both the 
digital and biological realms. This is due to the 
fast expansion of the confluence of dichotomous 
technology disciplines (such as automation and 
cellular biology), which is continuing [47,48]. 

2.2 Biomedical Sciences 
 

As more and more health records are digitized, 
there is a convergence between cyber security 
and health security. However, this extends 
beyond the cyber-patient interface when it comes 
to electronic medical records, thus regulatory 
measures have been put in place to address 
concerns about the privacy and confidentiality of 
medical and billing information. A growing 
number of patients are having their treatment 
management, which may include possible 
medication interactions, procedures, and 
sensitivities that are unique to the patient, 
digitized [49-51]. Diagnostics and treatments that 
are part of personalized medicine are seeing 
tremendous growth, and a significant portion of 
the information that is linked with these 
interventions is stored digitally. In 2014, data 
breaches at three major health systems resulted 
in unauthorized access to millions of patient 
records, including clinical data [52]. This is only 
one example of a historical precedent for data 
breaches including biomedical information. 
Because of these breaches, the culprits had 
access to important clinical data, which they 
could either use for their own purposes or sell to 
make a profit. The interruption of digitally 
programmed diagnostic testing systems or 
therapeutic targeting fields may result in 
unsuccessful treatment in addition to making 
illegal data collecting easier. Because of the 
various possible vulnerabilities that may be 
leveraged through both direct and indirect 
contacts with the patient and the manufacturer, 
medical devices are also an area of study in the 
field of cyber-biosecurity [53,54]. 
 

2.3 Agriculture 
 
In a significant portion of the world, ensuring the 
safety and security of food and beverages is a 
top responsibility. Agriculture, foodstuffs, and 
drinks have enormous ramifications, not only for 
the economy but also for the strength of society 
and the safety of the nation as a whole. 
Extensive quality control procedures have been 
put into place to avoid and reduce the effects of 
any potential hazards that may materialize 
[56,57]. Outbreak and contamination detection 
and response systems are activated once issues 
are spotted. The process of labelling and 
packaging have also been refined and 
enhanced. On the other hand, many areas of 
farm management, production-to-consumption, 
raw materials-to-finished product, and logistics 
are dependent on cyber-enabled systems in 
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many nations' agriculture and consumer goods 
industries [58,59]. This is true for many countries. 
From the point of view of cyber-biosecurity, it is 
not obvious how this aspect of agricultural and 
food systems affects the health and security of 
those systems. In this very complex global and 

national environment, we reason that there must 
be crucial linkages and nodes that are 
susceptible to damage; attention must be                   
paid to cyberbiosecurity measures is            
warranted and would be considerably beneficial 
[60,61].

 

 
 

Fig. 3. Cyber-biosecurity in biomedical sector [55] 
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3. CYBER-BIOSECURITY IN HEALTH 
SECTOR 

 

Of course, privacy violations existed before 
digital health records became commonplace. 
While historically paper records would have been 
secured within hospitals and only accessible 
through physical breaches, the 
interconnectedness of today's records offers 
multiple potential access points, the ability to 
access remotely, the ability for data theft to go 
undetected, and access to a more complete 
health record providing a more valuable resource 
for potential attacks (whereas previously health 
records may have been split between many 
different organizations). A privacy breach may 
previously have affected hundreds or thousands 
of patients due to lost paper records or a stolen 
laptop, but now that this information is digitized 
and accessible across various networks, it could 
potentially affect millions of individuals [62]. To 
further exemplify, celebrity health records have 
historically been a target for hacking. The only 
people who could access the physical 
documents prior to the development of 
computerized records were hospital workers. 
Now that celebrity health information may be 
viewed remotely, the risk of a leak is higher. 
Nevertheless, the ability to track staff access to 
electronic information is a significant privacy 
advantage over paper records (a recent analysis 
indicates that over half of healthcare breaches 
originate from within the business. It is frequently 
simpler to monitor who has viewed electronic 
information than it was in the past to figure out 
who took a "sneak peek" at paper medical 
records. Although more knowledgeable/external 
attackers can get past this in several ways      
[63-66]. 
 

3.1 Cyber-Biosecurity in Biotech/Pharma 
Sector 
 

In the past, those who entered an organization to 
discover secrets or outright steal knowledge, 
data, or intellectual property posed the greatest 
threat to the biotech and pharmaceutical sectors.  
Although businesses still produce tangible 
goods, a large portion of their labor now takes 
place online, and the intellectual property, data, 
and information that results is now kept online 
[67]. Cyber security should be a business priority 
because if you work hard enough to produce 
something, you should work just as hard to 
safeguard it from attacks. This is especially true 
in an industry where the risks are high, the 
competition is fierce, and the rewards are 

frequently greater as well.  According to 
Computer Weekly, a UK-based medical research 
organization was about to start working on 
Covid-19 vaccination trials when it was attacked 
by the Maze ransom ware gang.  Being ready to 
defend oneself is a crucial consideration to take 
into account before making any announcements 
or communicating any advances in this industry 
since media coverage or past triumphs might 
make a target where none previously                
existed [68]. 
 
For businesses in these rapidly evolving, high-
growth industries, the rise of big data has made it 
feasible to collect and store enormous volumes 
of medical, trial, and genetic information. It 
should come as no surprise that the most well-
known dangers are those that target data, 
intellectual property, or test and trial findings.  
Since technology both retains this information 
and aids much of the work being done, biotech 
and pharmaceutical businesses have a tendency 
to favor its protection, but the truth is that their 
security threats transcend beyond this. As an 
illustration, after medications are produced, there 
are additional dangers since raw components are 
sent and can be recognized, thereby releasing 
some of the hard-earned intellectual property.  
Cybercriminals that attack specific supply chain 
nodes in an effort to bring down the company 
through its suppliers can potentially interrupt 
production [69-72]. Given the complexity and 
importance of the supply chain to firms in the 
biotech and pharmaceutical industries, it is 
important to do thorough supplier due diligence 
in order to increase corporate security. Anything 
outside of your direct control should be seen as a 
third party risk. The boundaries of your 
company's cyber security don't end there, and 
cybercriminals are drawn to any possible weak 
spots in a supplier company since they might 
potentially impact several firms with a single 
assault.  In a number of posts on our site, we 
have further information regarding protecting 
your supply chain [73]. 
 

Another significant area of risk for companies in 
the biotech and pharmaceutical industries is 
physical security.  The risk of being infiltrated by 
someone out to harm the business or from one of 
their own employees posing an insider threat 
puts these businesses under even more 
pressure to invest in physical security measures, 
much like how cybercriminals can access 
valuable information.  By doing this, an additional 
layer of defense will be offered that may not be 
necessary in other sectors of the economy.  
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Regarding building access, degrees of data or 
system access, and the screening of new hires 
and departing employees, further layers of 
security could be necessary [74]. It's critical to 
emphasize that these risks affect all businesses, 
not just the bigger ones.  As there appears to be 
no legal requirements for them to declare if they 
have been the subject of cyber-attacks, there is 
no easy way to tell how frequently these 
companies are being targeted. This industry has 
a vast worldwide network of start-up and scaleup 
enterprises. Being quick in this field is 
advantageous, but it also frequently leads to 
security concerns being disregarded or breached 
as there is frequently no dedicated resource 
monitoring this area. It's also likely that 
employees are being brought on rapidly as the 
company grows and that fundamental security 
hygiene wasn't covered during on boarding. This 
might pose concerns, particularly when it comes 
to phishing and ransom ware assaults that result 
in data breaches [75]. To secure data, intellectual 
property, and systems, it is important to use the 
same adaptability and flexibility as in the core 
business [76]. 
 

Everyone should be responsible for cyber 
security, and in many ways they are.  However, it 
is impractical to expect the rest of the 
organization to contribute to safeguarding the 
business without a strong level of ownership and 
participation within the leadership team.  This is 
where investing in increasing levels of 
awareness and expertise throughout the 
workforce will deliver enormous advantages 
because many leaders in this business may 
originate from the academic or scientific 
community and may not have a working 
understanding of cyber and information security 
[77]. 
 

There are two main ways to do this: either by 
hiring a Chief Information Security Officer 
(CISO), or, in cases where a full-time position is 

not required or justified, by using a virtual Chief 
Information Security Officer (vCISO). A virtual 
CISO will provide your company the expertise 
and experience it needs to analyze its present 
security posture and begin defining the steps that 
need to be taken to develop a cyber security plan 
and implement it. Along with this, training all 
employees should be considered a crucial 
component of the cyber security strategy, 
whether it be for the leadership team, which 
needs support in managing security across the 
entire organization, or for the larger staff team, 
which has a low awareness of everyday risks 
and needs this to become ingrained in their roles 
[78-80].  

 
3.2 IoT Devices and Cyber-Biosecurity 

 
Internet and IoT enabled knowledge sharing, 
networking, and global communication. "Crime 
harvests" [81] resulted from neglecting security. 
Smart meters and locks allowed burglary, 
stalking, and other crimes, according to 114 
synthesized studies [82]. Connected health 
devices may represent bigger security threats 
than TV or fridge devices. Medical gadgets can 
diagnose, prevent, monitor, treat, or mitigate 
disease [83]. The Internet-of-Medical-Things 
(IoMT)—internet-connected medical-grade 
devices that are integrated into larger health 
networks to improve patient health (e.g., remote 
patient monitoring)—generates biological 
information and is transforming healthcare 
[84,85]. Healthcare evolves. The UK National 
Health Service (NHS) published its national NHS 
App Library and established WiFi across its 
estate, allowing residents to engage with the 
NHS from their computer or smart phone. IoMT 
devices are pushed to market to satisfy the 
unmet need for remote patient monitoring to 
improve health care during the COVID19 
pandemic. Security risks unintended 
consequences. 

 
Table 1. Due to such large % cyber-biosecurity is much needed 

 

Sector 2 Breaches 3-4 Breaches 

Healthcare 75% 25% 
IT and telecoms 75% 24% 
legal 66% 33% 
HR 62% 37% 
Food and agriculture 50% 50% 
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Fig. 4. Generalized scheme of IoT and cyber-biosecurity 

 
Insecure IoMT devices can damage patients. 
The NHS WannaCry ransom ware attack 
highlighted that security flaws may lead to data 
theft. The ransom ware attack in England 
prevented NHS personnel from accessing patient 
data and vital services. Applegate found a 
pacemaker vulnerability that permitted remote 
shocks. Li et al. (2011) found vulnerabilities in 
insulin pumps that provide daily insulin that might 
be used to remotely overdose patients. Two lab-
demonstrated security weaknesses may 
constitute criminal negligence. New products can 
create "crime harvests". Criminals exploit 
vulnerabilities before they are patched. 
Consumer IoT device producers were urged to 
improve security by the UK Department for 
Digital, Culture, Media, and Sport (DCMS) (IoT 
Code of Practise & DCMS, 2018). Trustworthy 
manufacturers must adopt it. IoMT devices are 

trusted because premarket risk-management 
standards do not address criminal issues [86-88]. 
 

4. CYBER-BIOSECURITY IN AGRI-
CULTURE 

 

Agriculture keeps using cutting-edge smart 
technologies that enable expanded remote 
monitoring of animals and crops. Unsupervised 
networks of information are produced by the 
connection of various technologies inside a 
single farm or manufacturing facility and in the 
data exchange between suppliers and vendors. 
Increased risks for cyber-security assaults on 
farms and agribusinesses accompany the 
deployment of these technologies [90]. The 
bioeconomy and local populations might be 
harmed by these attacks, which have the ability 
to disrupt food supply networks. The best

 

 
 

Fig. 5. Applications of IoT [89] 

Identification Configuration 
Data 

protection 
Software 
updates 

Network 
access 

Security 
awareness 



 
 
 
 

Cinar and Thomas; Asian J. Biotechnol. Gen. Eng., vol. 6, no. 1, pp. 58-75, 2023; Article no.AJBGE.100877 
 

 

 
67 

 

biosecurity and cyber security policies, crucial 
control points, and human habits and behavior 
that affect overall security are all part of 
protecting agriculture [91]. Cyber-biosecurity is 
the term used to describe the intersection of 
these fields. Cyber-biosecurity is one of its most 
crucial applications, with a particular focus on the 
prevention of unauthorized intrusions and other 
activities and the protection of data, information, 
and other online resources pertaining to life, 
medical, health, agricultural, and food sciences 
[92,93]. Cybersecurity encompasses the 
protection of any electronic data, systems, 
networks, etc. It is challenging to develop policies 
that incorporate both information technology and 
life sciences since experts in one discipline 
sometimes lack experience in the other [94,95]. It 
is challenging to educate people from secondary 
and post-secondary school to continuing 
professional development for workers of 
organizations since continuing professional 
development for employees of organizations is 
so new, and there are no standard training and 
certification courses accessible [96]. 
 
Protecting agriculture and the food supply chain 
is of utmost importance, particularly in light of the 
rising danger of food instability brought on by the 
Covid-19 pandemic and the quickening growth of 
the world's population. Sadly, it is rare for farms 
to have cyberattack response strategies or to 
understand the dangers of damaged data on 
decision-making. Two important elements that 
influence the adoption of enhanced security 
practices are perceived penetration risk and 
advantages. Agricultural workers are 
comparatively under-trained in biosecurity and 
cybersecurity, which might result in lax security 
procedures anywhere throughout the supply 
chain. Every partner in a supply chain is 
important because security in a chain is only as 
strong as its weakest link. For present and future 
employees, training and certifications must be 
developed in order to strengthen cyber-
biosecurity practices generally [97,98]. 
 

4.1 Agricultural and Food Sector 
Cybersecurity 

 
Agriculture and food production and processing 
have been integrated among the cyber-enabled 
life sciences technologies with the emergence of 
technologies like the worldwide web. 
Government organizations, producers, and 
security specialists have therefore recognized 
cyber-biosecurity, particularly in the food and 
agricultural sector, as the answer to cyber-based 

threats that might possibly have catastrophic 
repercussions on the country's food supply chain 
[99]. The global market for smart farming is 
predicted to expand to around 26 billion dollars 
(USD) by 2028, with the majority of the market 
concentrated in North America [100]. Although 
advantageous, smart technology might be used 
by hackers to disrupt the farms that utilize them 
and the downstream users who depend on the 
supply chain. False sensor data, restricted 
access to data and equipment, and data 
encryption (i.e., ransom ware attacks) are some 
of the potential dangers associated with precision 
agriculture and smart technology. Any of these 
locations may be exploited, which would 
jeopardize a farm's whole output. In order               
to start doing cyber-biosecurity research in 
biomanufacturing, the Department of Defense 
provided funding to the National Strategic 
Research Institute at the University of Nebraska, 
Colorado State University, and Virginia Tech in 
2017. Their objective was to compile a list of 
preventative steps the sector should take to 
lessen its exposure to cyberattacks. Due to 
certain manufacturers' inability to allocate the 
funds required to enhancing their security, some 
solutions and preventative measures are 
unfortunately not 'one size fits all' solutions. 
Agriculture and security experts and 
professionals have turned to other cybersecurity 
industries to adopt and modify their practices to 
better match agriculture in order to build better 
practices [101-107]. 
 

4.2 Why is there a Need to Worry? 
 
Cyberattacks on the food and agriculture 
industries can have a detrimental impact on the 
supply chain as a whole, production capabilities, 
transportation, and product availability. A safer, 
more dependable supply chain will be created by 
comprehending the threats posed by cyber-
biosecurity and increasing awareness of 
vulnerabilities and mitigation techniques through 
the food and agriculture sector [108-110].  
 
In the autumn of 2022, a cyberattack targeted 
Schreiber Foods, a Wisconsin-based producer of 
a range of dairy products [111,112]. The attack 
disrupted the milk supply chain since all facilities 
had to halt operating and it took five days to 
recover because production plans had to be 
changed and supplies in transit redirected [112]. 
Although the facilities were back in full operation 
a week later, this cyber-attack was eventually to 
responsible for a countrywide scarcity of cream 
cheese that affected customers for weeks after 
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Fig. 6. Losses by year in food sector due to cyber attacks 
 
business had resumed. Customers who wanted 
to prepare meals and sweets needing cream 
cheese were frustrated by the timing of the 
scarcity, which occurred around the winter 
holidays [112]. 
 

4.3 What it Might Mean for Advanced 
Agriculture's Development/Security 

 
The agriculture sector is likely to suffer harsh 
repercussions from competitors who have 
prepared for possible dangers if it does not 
handle existing and future concerns.  Automation 
and remote control of agricultural machinery that 
may be utilized to maintain and oversee farms 
may one day be exploited to sabotage production 
and destroy a potential supply of energy. The 
agriculture sector may have a significant role in 
the energy sector. In agriculture, photosynthesis 
is crucial for the production of foods that are high 
in energy as well as for potential strategies to 
mitigate climate change. Synthetic and 
genetically modified photosynthesis may serve 
as a significant supply of CO2 and oxygen. New 
plant engineering methods are being studied 
because they may increase agricultural yields 
and increase food security. 2020 [113].  
However, with increased worries about the 
environment and renewable energy, it is possible 
to hack the energy and development resources 
used by smart farms. Genetically modified plants 
and other technologies might be threatened by 

those who want to steal and disrupt production 
through hardware or software assaults.  
Genetically modified plants and synthetic 
photosynthesis could be the future of agriculture, 
however deployment of new technologies in 
agriculture would need research and budget 
allocation.  In the midst of macro-level-induced 
problems that put agricultural resources in 
jeopardy, this risk must also be balanced.  For 
instance, it was challenging to find basic plant 
seeds during the COVID-19 epidemic. This has 
led to a shortage of seeds, which is anticipated to 
have an impact on the value chain as well [114].  
Similar climatic circumstances could exist in a 
future where climate change's severe effects are 
felt.  Cyberattacks during these occurrences can 
take advantage of technology flaws to access 
and take control of resources, including the 
genetically modified seeds.  The employment of 
sophisticated genetic engineering technology as 
a weapon to take resources from farmers is 
possible.  One speculative future scenario may 
take the shape of a parasite that steals DNA and 
threatens the privacy of targeted farms. 
Professor of biology Claude dePamphilis was the 
victim of parasitic plants that stole and used host 
plant genetic information as a weapon. The 
capacity of malevolent actors to one day use 
biological organisms to steal or compromise 
distinctive GMO intellectual property may result 
from this prospect. By using conventional visual 
methods like cameras or satellites, this   
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Fig. 7. Show % of industries compromised in last 12 months worldwide 
 
hypothetical form of attack would be difficult to 
see. Passive monitoring devices distributed 
throughout farms could offer a solution to this. 
Active monitoring techniques that track changes 
in genetic material within these agricultural 
contexts, such as swabbing, plant cuttings, bug 
collecting, and frequent soil exams, might further 
help this [115,116].  In the future, we could look 
to advancements demonstrated in dynamic, 
quick integrated monitoring systems. 
 
5. CONCLUSIONS 
 
It has been suggested that the fields of cyber-
Biosecurity, cyber-physical security, and 
biosecurity, in their respective applications to 
biological and biomedical-based systems, should 
be combined under the umbrella term of cyber-
biosecurity. In recent years, a variety of 
significant gatherings and public conversations, 
as well as commentary and publications, have 
taken place, all of which bring to light a number 
of different vulnerabilities? Although these are 
necessary first steps, they do not provide a 
systematized structure for effectively promoting 
communication, education and training, 
elucidation and prioritization for analysis, 
research, development, test and evaluation, and 
implementation of scientific, technological, 
standards of practice, policy, or even regulatory 
or legal considerations for the purpose of 
protecting the bioeconomy. In addition, 
professionals in the fields of biosecurity and 

cybersecurity are typically unaware of one 
other's respective domains, areas of 
competence, points of view, and goals, as well 
as the chances for mutual assistance that exist 
and have the potential to produce beneficial 
results. Developing, developing, and promoting a 
new field of study can help facilitate formal 
collaborations that are mutually beneficial and go 
on indefinitely. Recent important actions and 
publications that informed the formation of 
Cyber-biosecurity are briefly covered in this 
article. Also discussed is the extension of Cyber-
biosecurity to encompass biomanufacturing, 
which is backed by an in-depth investigation of a 
biomanufacturing facility. We provide some 
suggestions for getting started with cyber-
biosecurity and putting it on the path to become a 
discipline that is both well-organized and self-
supporting, as well as a forum and an 
organization. The author's goal in writing this 
article was to draw attention to the emerging idea 
of cyber-biosecurity and to synthesise some of 
the key features of the confluence of the life 
sciences and the cyber world, which has given 
rise to a new, interdisciplinary area. The 
bioeconomy, health, and environment's 
contributions from biology and cyberspace are 
changing the security environment. Due to the 
current biorevolution, which is based not only on 
advancements in biotechnological science but 
also on network connections, digital DNA, and 
increased competitiveness, we are living in a 
period of new industrial trends. Business interest 
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has advanced in the sphere of contemporary 
biotechnology. Artificial intelligence, global 
linkages, and networked systems and gadgets 
are all features of smart laboratories. All of the 
aforementioned factors create possibilities as 
well as dangers and weaknesses. A common 
language, definitions, and knowledge will help 
experts in cybersecurity issues better understand 
the emerging field, identify security flaws, raise 
awareness of cyberbiological threats, and 
develop strategies and countermeasures. These 
experts are beginning to collaborate with 
biotechnologists or other scientific experts. The 
development of principles, standards, and 
policies to mitigate cyberattacks and other 
related biosecurity issues (such as dual use 
research, combinational weapons), with a focus 
on strengthening safeguarding capacities to 
protect human, animal, and plant health, as well 
as business interests, has also been called for. 
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